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STIR-SHAKEN TECHNOLOGY IN IP PHONES

Scammers and fraudsters commonly use caller ID spoofing to trick people into answering their calls. It
involves falsifying the caller ID information to make it appear that the call is coming from a legitimate
source, such as a government agency or a bank.

The FCC and the telecommunications industry have developed STIR/SHAKEN technology to combat this
problem. STIR (Secure Telephone Identity Revisited) and SHAKEN (Signature-based Handling of Asserted
information using tokens) allow service providers to verify the authenticity of a caller ID.
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STIR/SHAKEN verifies the calling party’s identity using digital certificates. When a call is made, the
originating service provider uses a private key to sign the calling party’s phone number, which is then
transmitted to the terminating service provider along with the call. The terminating service provider then
uses the originating service provider’s public key to verify the signature and ensure that the calling party’s
phone number has not been spoofed.

If the call is verified, the terminating service provider can display a “verified” label on the caller ID, giving
the recipient greater confidence that the call is genuine. If the call is not verified, the recipient can be
warned that the call may be fraudulent.

STIR/SHAKEN is now a regulatory requirement in the United States and other countries to combat illegal
robocalls and caller ID spoofing. As a result, many IP phone providers have started been incorporating
STIR/SHAKEN technology into their services.

IP phones are a type of phone that uses the internet to transmit voice and other forms of data. Businesses
commonly use them to make and receive calls, as they offer more flexibility in terms of location and device
usage.

By incorporating STIR/SHAKEN technology into their products, IP phone providers can offer greater
security and trustworthiness to their customers. Businesses can be confident that the calls they receive are
genuine and that scammers or fraudsters are not targeting them.



STIR/SHAKEN technology also offers a range of benefits to businesses, such as:

L. Improved customer trust: By displaying a “verified” label on the caller ID, businesses can improve
customer trust and satisfaction, as they can be confident that the calls they receive are genuine.

2. Increased efficiency: Businesses can improve their efficiency and productivity by reducing the number of
fraudulent calls received. They do not have to spend as much time dealing with scams and frauds.

3. Compliance with regulations: STIR/SHAKEN technology is now a regulatory requirement in many
countries, including the United States. By incorporating this technology into their products, IP phone

providers can ensure that their customers comply with these regulations.

In conclusion, STIR/SHAKEN technology is an essential development in the telecommunications industry,
particularly for IP phone providers. By incorporating this technology into their products, they can offer
their customers greater security and trustworthiness, improving their efficiency and compliance with
regulations.

Clarity customers who purchase numbers from Clarity should expect to receive an A attestation. If a
Clarity customer uses a number, not on the Clarity portal, the customer will be assigned a B attestation.
Clarity customers with HVSD (high volume short duration) traffic can also expect a B attestation.

Customers who want to increase their attestation to an A attestation should consider porting their
numbers to Clarity Voice.

Clarity is proud to have been providing on-premises and Cloud Hosted Telephony to the Americas and the

world since 2006. Clarity is the oldest continually serving 3CX Partner in North and South America. Our

clients are worldwide and currently using our unified communications platform. Clarity Technologies
&

Group, LLC surpasses expectations.

Call Clarity at 800-354-4160 today or email us atinfo@clarityscg.com. We are partnered internationally
across the globe, and we are open seven days a week, 830 AM to 5:00 PM
EST/EDT. https://claritytg.com and https://clarity-technologies-group.link/sales — to Click To Call!
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